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Aaron Lauterer
Over 20 yearsin IT
Linux focus (10+ years)
At Proxmox for 6+ years
+ Development
+ Ceph
+ Support
+ Trainings
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Delivering powerful enterprise solutions.

W

Driven by innovation and community needs, not investor demands.

= 20+ years of open-source innovation, serving enterprises worldwide.


Open Source - This means that our products include all features right away. No core or community edition with the advanced features behind a paywall.\\ 100\% Private - We grow at our own pace without outside influence by investors.\\ 20 years - We have been around for a while.


©

7 continents & in space

Enterprises of all sizes and
industries

Local expertise and support
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Over

Active Hosts

30 40 51 60 70 80 9x

Proxmox VE Version


Omnipresent - Proxmox VE installations are present on all contients. Even in Antarctica is at least one cluster on a research station. And if everything goes well, it will also run on the internation space station in the spring of 2026\\ Entprises - Our customers are in all fields (industries, government, education, defence, ...) and of all sizes\\ Partners - Our global network of partners provides local consultancy and support services
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Flexible subscriptions for mission-critical environments.

[ Help from the Proxmox team.
Access to the stable
Enterprise Repository,
timely updates, and
security fixes. =]
= Gain knowledge quickly.


 Business model is to give away the software for free, with all features. So how do we make money? By selling subscriptions that give access to the enterprise repository. It provides the best tested updates, reducing chances to run into issues considerable. And depending on the level, also support from us directly. \par The second revenue stream are trainings which we offer directly ourselves and via our network of training partners. 
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* Proxmox Virtual Environment * Proxmox Datacenter Manager
Hypervisor Manage multiple clusters from a
(KVM / Qemu and LXC guests) single dashboard

* Proxmox Backup Server * Proxmox Mail Gateway
Backup for hosts and guests Email security

* Proxmox Offline Mirror
Offline repository for air-gapped
hosts


 We have a few products in our line-up. \par Proxmox VE is the most important product, our virtualization solution and most likely why you are here today. \par The Backup Server improves the backup options of Proxmox VE by providing deduplicated backups, as well as fast incremental backups with change block tracking (dirty bitmap in qemu). Can be used also with a Linux CLI client, not just Proxmox VE. \par The Proxmox Offline Mirror if a tool that allows to mirror the enterprise repositories and to make them available to air-gapped systems that cannot access the internet directly. It also handles the subscription management for air-gapped systems. If you need to closely control the versions that go through a test environment and then into production, the Offline Mirror can also be very useful to have a specific snapshot of the repositories. \par The Datacenter Manager is closing the gap we have when it comes to managing large infrastructures that have multiple Proxmox VE clusters (or single nodes) and Backup Servers. It provides a single dashboard to observe and manage them. \par The Mail Gateway is the product with which the company started back in 2005. It is an email security and spam filtering appliance that you can place in front of your email infrastructure. 
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* No vendor lock-in
Everything is openly available

* No licensing costs
You only pay for support

+ Transparency
Development happens publicly

* Flexibility

Adaptable to your use case
« Contributions

Possible to contribute as an external entity
+ Cutting-Edge

Building on established cutting-edge tech
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 The way we live these points at Proxmox are: No vendor lock in - all sources are openly available No licensing costs - we give away the product for free, charge for subscriptions Transparent - development process is happening on public mailing lists. It is possible to observe it directly and give feedback early Flexible - It is possible to look behind the curtain, understand how things work and how to adapt, customize and integrate Contribute - It is possible to contribute as an external entity. There are external contributors who have had their fair share in shaping what Proxmox VE is what it is today! Building on top of cutting-edge - Because multiple companies work on the same building blocks, we don't need to reinvent the wheel and all can use the same cutting-edge tech stack 


Developer Documentation:

https://pve.proxmox.com/wiki/Developer_Documentation

(=] =]
T

Mailing Lists:

https://lists.proxmox.com

EI5[E
o

X
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GIT Repositories:

https://git.proxmox.com
o
Archive:

https://lore.proxmox.com

E3E
[=]


https://pve.proxmox.com/wiki/Developer_Documentation
https://pve.proxmox.com/wiki/Developer_Documentation
https://git.proxmox.com
https://git.proxmox.com
https://lists.proxmox.com
https://lists.proxmox.com
https://lore.proxmox.com
https://lore.proxmox.com
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Web Ul Web based interface, uses the API.
API Public, build your own tooling?
CLI Tools Commandline tools for everything available.
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37 Party tools:
* Ansible

* Terraform / OpenTofu
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Use cases Single disk
+ Branch offices « ZFS
— * Shop locations * LVM thin
—= .o No redundancy!

Multiple disks (RAID)
« HW RAID — LVM thin

* SWRAID — ZFS
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* NFS/CIFS
* iSCSI/FC/SAS/...
+ Multipathing
* LVM
+ Ceph (external, non-HCI)

Multipath Setup Guide [u]:

https://pve.proxmox.com/wiki/Multipath ?_-_


https://pve.proxmox.com/wiki/Multipath
https://pve.proxmox.com/wiki/Multipath
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Shared storage
* NFS/CIFS

* LUNSs (iSCSI/FC/SAS)
+ Ceph
« 3" party

Local storage per node possible...

...but HA?

Multipath Setup Guide [u] 3% =]

https://pve.proxmox.com/wiki/Multipath ?_:_

X

PROXMOX


https://pve.proxmox.com/wiki/Multipath
https://pve.proxmox.com/wiki/Multipath
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* Quorum-based (majority)
+ Corosync protocol
+ Split physical networks by use



SDN VLAN Zone
bridge (prod)

(Lacp (bond0)]  (LACP (bond) )

106] (106) ([106] (106G 16 1G
w5 w5 &5 &5 55 55

g
=3

Proxmox VE Host

)
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Production

Management

. Backup / Storage
Corosync
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Backup or Storage consumes available bandwidth

Production
I Management
. Backup / Storage

(Lacp (bond0)]  (LACP (bond) )

lliill

Proxmox VE Host

Corosync

oo
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Other services starve (bandwidth & latency)

Production
- Management
. Backup / Storage

(Lacp (bond0)]  (LACP (bond) )

10G 10G 10G 10G 1G 1G
55 55 55 55 55 55

Proxmox VE Host ]

Corosync
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Corosync deems link as unusable/down

Production
X Management
. Backup / Storage
(Lacp (bond0)]  (LACP (bond) )
Corosync

oo

lliill

Proxmox VE Host
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Better: dedicated network

Production
- Management
. Backup / Storage

(Lacp (bond0)]  (LACP (bond) )

10G 10G 10G 10G 1G 1G
55 55 55 55 55 55

Proxmox VE Host ]

Corosync
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Additional fallback networks

Production
- Management
. Backup / Storage

(Lacp (bond0)]  (LACP (bond) )

10G 10G 10G 10G 1G 1G
55 55 55 55 55 55

Proxmox VE Host ]

Corosync




\ QDevice

Use cases
* High availability
¢ Small environments

= o'
[m] S0
https://pve.proxmox.com/pve-docs/pve-

admin-guide.html#_corosync_exter-

nal_vote_support
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Direct connection

+ Corosync/Cluster

* Live migration

* Replication (local
ZFS storage)

3 vote!
External storage with
QDevice


https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
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puE | PVE2 Use cases Direct connection
G I o&n « High availability « Corosync/Cluster
=:: =:= « Small environments * Live migration
\“D / * Replication (local
S ZFS storage)
Storage / \ QDevice 3rd VOtE!
— —r External storage with
- —= QDevice
=

https://pve.proxmox.com/pve-docs/pve-
admin-guide.html#_corosync_exter-
nal_vote_support


https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
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pue | PVE2 Use cases Direct connection
* High availability + Corosync/Cluster
« Small environments * Live migration

5%
|
¢
|

ooo * Rep|icati0n (IOcaI
ZFS storage)

3" vote!

_ _ External storage with
L T QDevice
https://pve.proxmox.com/pve-docs/pve-

admin-guide.html#_corosync_exter-
nal_vote_support



https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
https://pve.proxmox.com/pve-docs/pve-admin-guide.html#_corosync_external_vote_support
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« ZFS
« Same pool name on all nodes

Shortest interval: 1 minute
"HCI Light”
Multiple replication jobs
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« ZFS
Same pool name on all nodes

Shortest interval: 1 minute
"HCI Light”
Multiple replication jobs




Use cases

* 3+ nodes

* High Availability
« "Default”
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Shared Storage

NFS / CIFS

iSCSI/FC/SAS/ ...
Multipathing + LVM
External Ceph
cluster

3rd party storage
plugins
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Use cases Proxmox VE + Ceph
MLAG
* 3+ nodes * Hyperconverged
o o * no centralized + Fast NICs, 25 Gbit/s
= = storage or faster

+ commodity server
hardware

* easy scaling
(horizontal &
vertical)
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Proxmox VE + Ceph
* No switches needed
* 3to 5 nodes feasible

Full-Mesh Guide

https://pve.proxmox.com/wiki/Full_Mesh_Net-
work_for_Ceph_Server



https://pve.proxmox.com/wiki/Full_Mesh_Network_for_Ceph_Server
https://pve.proxmox.com/wiki/Full_Mesh_Network_for_Ceph_Server
https://pve.proxmox.com/wiki/Full_Mesh_Network_for_Ceph_Server
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Proxmox VE + Ceph Cluster
* Can tolerate the loss of one site

« Tie-breaker node in 3 location
+ Latency!

Stretch-Cluster Guide

https://pve.proxmox.com/wiki/Stretch_Cluster



https://pve.proxmox.com/wiki/Stretch_Cluster
https://pve.proxmox.com/wiki/Stretch_Cluster
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Backup Server

-
Datastore

N
Datastore

I

Y A
Namespace

S
Namespace
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Proxmox VE as client
* Single node
e Cluster

Multiple Proxmox VE (clusters):
Separate instances by

« Datastores
+ Namespaces

Deduplication borders:
Datastores and encryption keys



Client 1
B

ackup 1 ‘
Backup 2 ‘

Backup 3
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L Client 2
0
Backup 1
amm Backup 2

b Backup 3
|
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There should be at least 3 copies of the data, stored on 2 different types of
storage media, and one copy should be kept offsite, in a remote location.

*+ 3 copies

* 2 types of storage

* 1 off-site/remote

* Ransomware / Hacking?



:E OIDC

LDAP
AD
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Local realms
* PAM (Linux system user)
« PBS (APl/web Ul user)

External realms

* OpenID Connect

+ LDAP

* Active Directory

Only "Read/Audit” permissions?



Pull / Push

Minimal Permissions
* Pull: DatastoreReader
* Push: DatastoreBackup

Prune always on target!
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/» LTO (tape)

"A( —»!T Removable datastores

K» () S3object storage




V7

N
PROXMOX
VT VT One Way
o (A ) ——p 28 * branch office to HQ
=% L =% L

+ offsiteto a
"Backup Server as a Service”

5%
ulu
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Two Way
* Multiple locations

r

+ Cross-location sync

* Disaster recovery

Best practices
* Namespaces
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Datacenter Manager

Proxmox VE Backup Server

Cluster 1 Cluster 2



Centralized Overview

Multi Cluster Management
Cross Cluster (live) Migration
Answer Server

Subscription Key Management
Ceph Cluster Monitoring
Update Management

SDN: EVPN, ...
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Proxmox Server Solutions GmbH
Brauhausgasse 37, 1050 Vienna, Austria
office@proxmox.com | WwWw.proxmox.com

© 2026 Proxmox. All Rights Reserved. Proxmox is a registered trademark. All brand names, product
names, or trademarks belong to their respective holders.
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